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Undergraduate Program for Information Security Major
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BT AL T%% 1 Degree: Bachelor of Engineering

—. ¥EFH¥r Educational Objectives

BIRas TAb e S0 vk, MEEASRF A, BISHEAIHLSE . QU EiRE,. A
A — W E B AL A BRI 7T, & AT pE o R R AR RAZ A, B HL R (LB B
Lo . E4E BB M SCHERERE AR THRAURH RN E | (5 B 22 U
AT . FEAFORMB AR B&EE 29Uk, F 8RS 5 B EOR AR <
BNERZEAT T HARTE R TR RS TAERE J1: Ref N IFENL. @5, BT ERE.
Wzt 224, FRAERR . T RIS BTEgs . ETRHEESUSE B 22, M. JFK
AV FAE 7 TH ) A

This major is targeted at cultivating diversified and outstanding talents who serve the cause
of socialist construction with all-round development of moral, intellectual, physical, aesthetic and
labor, solid theoretical foundation, strong sense of innovation, certain international vision and
excellent development potential, adapt to economic and social development and future changes,
and have distinctive characteristics of energy and electricity. It enables students to master basic
knowledge of natural science, humanities and social science, basic computer science theories, and
basic theory, basic technology and working knowledge in the field of information security.
Graduates should have a good ability to engage in scientific research, technological development
and engineering application services in the field of information security, information science,
information technology and other related fields. They should also have the ability to engage in
computer, communication, electronic information, network security, aerospace, e-commerce,
e-government, national defense science and technology and other fields of information security
research, application, development and management.
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Graduates are expected to have the following professional achievements after 5 years of work
practice:

(1) They will have high quality of humanities and social science, social responsibility, and
engineering professional ethics. They will possess rich engineering experience, in-depth
understanding of the occupations and requirements of industries related to information security,
and be able to propose professional technical solutions;

(2) They will have the ability to flexibly apply knowledge of mathematics, natural sciences,
economics, and management to solve complex engineering problems of information security, and
be able to become management or technical core members in related projects.

(3) They will have outstanding innovation ability. They will be able to deeply understand
and accurately evaluate the impact of engineering practices of complex engineering problems on
the environment and sustainable development of society, and be able to design and develop
complex information security systems with comprehensive consideration of health, safety, legal,
and cultural factors.

(4) They will have the ability to manage work teams and coordinate projects, and be able to
make work plans and implement them effectively, the ability to effectively work and communicate
with colleagues in cross-functional and interdisciplinary engineering teams.

(5) They will have the ability to learn for life and to meet challenges of technological
development, master emerging technologies. They will have the concept of sustainable
development, international vision, and be able to smoothly carry out cultural exchange and

cross-cultural cooperation.

=, BAIEFEKREXRK Skills Profile

ARA N A A S TR RHERR RS B A iR, #:5% INFHE B2 &
5N FEAN SR, Bk NERAF LR L5 T A RIR AN E

(1) TAEFIR: BReRErys. HRRRA . TREEERIAN AL EI R T AR (5 B 2 A R
R TRE R . BAALSLMAIRIA R, IR WG B 2 WU AT/ A . B
ABHE TREEAAE AR, AEE R el i kR RIVIRA &S .

(2) JririlEEE Jy: B B AAE E e 4 DRR in UBEAT R 4T L VSR AN RIA I fE
RENS 18 HI STHRAG 2N IR BB B % TR IR AT SR 5 70 M S RS A e i, 3
A5 2T MBS IR DRI, FEALWHRIR . FroR A BREE R .

() Wit RMERITREES : REIGTFRETEELERGRITNARES . FE24ei
RFSAFROBT S S HIERE DT 5 B Z BB TERE M BT E ) 15 B Z e R VFL REI NG
BRERGMNISAT SEY ST ERILLNEE 2. RSN WL 2Ll

2.



KR, B & 5 R . tHEAUR SRS LA e, L. TR
RS L HL e -

(4) WEFTRET: BEME RIS BB A5 I8 22 4 TR Il R8Iz T AH 5 B BV M1 77 V% 2 7 58 1k B B
B, AT A S HORL. SRR B s R R A B LE M o U710, B IE KBTI S BEA
REARTFURR, FERHIRN A TENE B2 R R R B AT I 7T . R R EE IR 5
MBI SR NTTIR SRR TR S GE N ITIE, il E RS/ RS
H L.

(5) MHIACTRRIAGE S : REEI XTSRS (58 RGEH 24, 2R H %
VERIHOR, SR ANE B 2N M 5P R TR, WSRO ES TA.
ARG S TR THENLIN S 224 L0 T R4

(6) INHLRESHSXKRIAEST: RIS R T TREAXYE SARE T S H8 AT, P ER
T ATV SEENN R A TR IR) AR DR TT S Ao s R 22 4r . IR BRI, L
L AAE ) 5TAE

(7) IIEANATHF S e PR - RENS BRARATTE A B1 X0 52 2% TR il /LAY 4 b TR S B R 34 858
AL 2 AT RFSE AR I RE I o

(8) HRNVMIYE R TR: REWS BT TARHRNVIE ARG, 78 LA sEBeh AT D/E. R
AN FER TR AL TUER, BB E S B L BUR K B WM A5 B2 4 ik
GO E PSR

(9) MAMBIBAGE I BEREAE 2 2 RE 5 IR BA AR A L 1l ot AR 4157 NI €
BA—EMHLE MR 1. NBRZAERE I MBI & ERET]

(10) HEAE Sy BEMEILMR B 224 AR In) L 5 Y S [RIAT Jo A 2 8 AR HEAT A6 BB AN AE i »
BRGSO . BRI S L TEIRIA BRI VAR 2 IR — € I E PR ALE, fE
FEWS AT 5t R AT I B AN AT«

(1) WHE Ry B ERE R e TR SEHWEALTNE, R —En THEmH
MR SEBEE S, JFREAEZ AR PN

(12) & 522080 BB B2 IMA& S22 R, A AW SRS N R FE g

Students of this major mainly learn basic knowledge of computer discipline and professional
knowledge of information security, and receive basic training for research and application of
information security. Graduates are expected to acquire the following knowledge and abilities:

(1) Engineering knowledge: Ability to apply mathematics, natural sciences, engineering
fundamentals and expertise to solve complex engineering problems in the field of information
security. They should have a solid knowledge system, master the relevant mathematics, natural
science, engineering foundation and professional knowledge in the field of information security,
and be familiar with the development status and trend of information security specialty.

(2) Problem Analysis: Ability to identify, analyze, classify and express complex information
security engineering problems, and use literature retrieval and modern information technology to
conduct comprehensive analysis, abstract representation and mathematical modeling of complex
engineering problems. They should master the basic theoretical knowledge and core knowledge of
information security, and have a keen insight into the new knowledge and technology of this
profession.

(3) Design/Development Solutions: Ability to design the information security system
according to the demand, research and construct the basic components of information security,

comprehensively analyze and design the various information security, evaluate the information
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security system , and operate or maintain the information security system. They should master
information security mathematics, computer cryptography, network security and other basic
knowledge and have the professional skills of data backup and disaster recovery, computer virus
theory and prevention, security certification, security scanning and computer forensics.

(4) Research: Ability to analysis and comparison of complex information security
engineering problems using related theories and methods to establish qualitative or quantitative
models. They should master the basic thinking and research methods of information security
discipline, have the attitude of pursuing innovation and the awareness of scientific research, use
scientific methods to study related issues of information security discipline, and master the
methods of original data collection and processing, parameter analysis, test of experimental results
and comprehensive analysis, and get scientific and reasonable conclusions.

(5) Use modern tools: Ability to rationally use resources, technology and development tools
aiming at the security problems of computer network and information system, including computer
program development environment and tools, database system and tools, computer network
security and offensive and defensive tools.

(6) Engineering and Society: Ability to conduct a rational analysis based on
engineering-related background, evaluate the impact of information security practices and
solutions of complex engineering problems on society, health, safety, law, and culture, and ability
to understand the responsibilities.

(7) Environment and Sustainable Development: Ability to understand and evaluate the
impact of engineering practices on complex engineering problems on environmental and social
sustainability.

(8) Professional norms: Ability to understand and abide by engineering professional ethics
and norms and fulfill responsibilities in engineering practice. They should have humanities and
social science literacy and social responsibility, and be familiar with national information industry
policies and laws and regulations related to information security and intellectual property at home
and abroad.

(9) Individuals and teams: Ability to assume the roles as individuals, team members, and
managers in interdisciplinary teams. They should have certain organizational and management
skills, interpersonal skills and team cooperation skills.

(10) Communication: Ability to effectively communicate and exchange opinions with
industry peers and the public on complex engineering problems related to information security
systems, including writing reports and design manuscripts, presenting statements, articulating or
responding to instructions. Ability to survey from international perspective and communicate,
exchange opinions in a cross-cultural context.

(11) Project management: Ability to understand and master the basic methods of information
security engineering and management, plan and manage engineering project, and apply in a
multidisciplinary environment.

(12) Lifelong learning: Ability to continuously learn and keep pace with development,

self-directed learning and lifelong learning aware.
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2LL 2
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Basis of discipline
WMETR ?M’% 368 24 14.20%
Required Basis of major
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Required courses of 288 18 10.65%
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. 208 i +21
%.EP*E& . 208class hours + 33 19.53%
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21 weeks
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Vs
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21 weeks
o
IR 320 20 11.83%
Electives
TN 5 :
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Practice credits of extra-curricular 5 weeks
Wi 2404 26 JEH
. 2404class hours + 169 100%
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26 weeks
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Total of 43 credits for required practice training, accounting for 25.44% of the total credits,
including: 33 credits for Intensive practice, 5 credits for practice credits of extra-curricular, 4
credits for basis of discipline and basis of major, 1 credit for experiment and computer practice in

basis of discipline, basis of major, and required courses of major.
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Discrete Mathematics, Data Structure, Fundamentals of Information Security Mathematics,
Computer Networks, Information Theory and Coding, Computer Cryptography, Network Security,
Principles of Computer Composition, Operating System, Compiling Technology, Database

Principles.
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00700975 Outline of Modern Chinese History 3 48132 16 2
BARE R S0
1 4 2 1 1
00701353 Ideology and Moral Cultivation & Law Basis 3 813 6
AR B AR o R (A 2 T SO A R R
00700981 [Mao Zedong Thought and the Theory of Building 3 48 | 32 16 3
Socialism with Chinese characteristic
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00700971 %ﬁ. EXERRR 3 48 | 32 16 3
Marxism Theory
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0070008 [ THTIH AR 3L 2 R BRI 3 | 48| 32 16 | 2
Outline of Xi Jinping's New China's Socialist Ideology
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T
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e
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00801400 [English for Academic Purpose 4 64 | 64 2
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1 21 1 2
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REG)
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1 41 1 4
010000 Physical Culture (4) 36130 6
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14 2
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AN
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%]Ti 00900111 i SRS 35| 56 | 56 4
5% Probability and Mathematical Statistics '
%ﬁgﬂ 00900053 S 351 56 | 56 2
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REPIEL(2)
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0090006 College Physics (2) 3 8 8 3
WIS (1)
00900440 Experiments of Physics (1) 2 32 32 2
00900450 ¥ FESLLE (2 2 32 32 3
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Object-Oriented Programming
04101700 5L i 1 16 | 16 1
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e Es
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Data Structure and calculation
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) Computer Network
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L Mathematical Foundation of Information Security
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S
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Information Theory and Coding
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10410560 Principles of Computer Organization 35 56 [ 56 3
W 45 22 4
00601141 network security 3 48 | 48 6
v VLT
W 00600321 computer cryptology 3 48 | 48 5
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Table of Teaching Schedule for Main Practical Training
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01390012 ﬁiﬁyﬁiraining 2 2 4 1
100060 i fi fﬁlwﬁm 2 24 3
00690092 li%zriijl-lr—n%;zﬁExperiments ! 1A !
00690210 ﬁféﬁf&jﬁfiﬁjﬁiculum Design ! 1A 2
00690380 g{iﬁiﬁf f? ]—iii}li}igfi;dgé?gtal System Design ! 1A 4
10410569 lé-l)—(;ﬁei{[‘rflgfiz (J):‘?f1 (Iiﬁ()ﬁpﬁuig\cﬁomposition Principle ! 1A 5
00690290 jitiﬂ[‘m@jtgi?(iisﬁter Network ! 1A 3
00690240 ;Etpﬁei?m%;f??; éiip%ﬁ Cryptography 2 2A 5

Rf}jli%ed 00601149 g{iﬁfﬁﬁ?ﬁ I%e%ijvork Security ! 1A 6
00690061 ﬁ(ﬁfﬁfﬁ?ﬁ (%i%ating System ! 1A 4
00690280 éfefrij?ﬁ I%f%)%mation Security 2 2R 6
00690190 ﬁfﬁs?}%ifiiﬁumculum Design ! 1A >
00690040 ﬁiﬁﬁfgﬁi%ﬁglgy Curriculum Design ! 1A >
00690021 ifri(ki{fjiin Project 13 208 7-8
00690130 Ki:zifrfanceship Practice ! 1A 2
00690031 lf'/[ge:ljg)%P?actice 2 2 4 8
O0GS0010 o Educsion o |1 :

L5/ Subtotal of Major Practical Training 33 21 4 208
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Elective courses are divided into 3 parts: major courses, general education courses, other
major courses. The total elective credits are not less than 20 credits total credits, and the total
courses including major courses and other major courses are not less than 12 credits total credits.

Students can choose courses according to their own situation and interests.

1. FA4AUEIREFE Major field courses
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Major field courses aim to develop students' skills and advanced knowledge of
comprehensive analysis, processing (research, design) problems in a certain field of the major.

Elective courses in this field are shown in the following table.
2. HbEAETZ Other major courses
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In order to cultivate compound talents, students should be encouraged to cross major elective

courses. Students can take any courses offered by our university.

3. BIRFBEZ General education curriculum
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General education curriculum includes humanities and social sciences, language
communication, culture and art, science and technology, economic management, innovation and
entrepreneurship modules. Students choose from general education courses offered by the
university. The courses “Introduction to environmental protection and sustainable society” and

“Engineering Project Management” are suggested to be selected.
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Table of Teaching Schedule for Elective Course and Teaching Plan
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2 N
00601391 I ‘D‘Kéﬁhb . 2 32 32 5
Information Security Conspectus
(G Ze TREEMH
00600900 |Information ~ Security ~Engineering and| 2 32 32 7
[Management
=K
00600940 L {.“‘“M Lo 2 32 32 6
[Electric Power Informationization
2y
1 | oosor1e0 [BAERESE 2 | 32 32 6 -
Electric Power Security H é
o S
00600011 [CHEFELIT 2 | 32 32 4 | sw
Programming in C++ ik
N L8 e S
00600521 Artificial Intelligence and Application 2 32 32 4
o[ T ] (42 B
00600920 [ IABIER(S B %24 _ 2 32 32 6
Information Security Specialty English
00600702 ISl fE A . . 2 32 26 6 6
Interface and Communicational Techniques
ZH Gl /e T
00601740 |Veb FREMBLG LA N ) 32 5
'Web intelligent programming and application
5 VIS Al Tk 1 Tk IR R FHAbht
L . 2-8 .
Interdisciplinary Electives AR
i V/l:{ Bi IZ WRFE R Spe Ny Y3 N Y3 -
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General Education Electives
B/ Nt Subtotal of Elective Courses 18 288 282 6
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The total credits of elective courses should not be less than 20 credits. Among them, the course credits in Group 1 shall not be less than 12

credits.

HBEEIRZEIL: Recommendations for electives
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ster.

electives each semester; you can also select Interdisciplinary Electives based on personal interests.
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Second and third semesters: It is recommended to select 1-2 courses in General Education Electives every

Fourth, fifth, sixth, seventh, and eighth semesters: It is recommended to choose 1-3 courses from each part of
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Undergraduate Program for the Information Security Major
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Group | Course ID Course name Credits | Hours | In class hours | Lab hours | Semester |Comment
B
00600460 Discrete Mathematics 4 64 64 !
Yot 41
00600600 Bt 35 56 56 2
Data Structure
1 2
10410160 | THFPLIES 3 48 48 3
Computer Networks
R g
10410560 rl-ﬁ».HL,EﬁSZJEIE .. 35 56 56 5
Principles of Computer Composition
18 B2 el
A 00601120 Fundamentals of Information Security Mathematics 3 48 48 4
é =
00601140 28 % 4 . 3 48 48 6
Network Security
00600321 | HFAFPLE 30| 48 48 5
Computer Cryptology
5 R 595
00500641 Information Theory and Coding 25 40 40 3
5 4
00600100 | RIFRZ 35 | s6 56 4
Operating System
B[ 3
B 00690031 *ﬂ&ﬁ— . 13 7-8
Graduation Project
Rl SN A
oyt 42 | 464 464

Subtotal of courses
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